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Introduction
The Government has identified “cooperating in the fight against crime and
terrorism” as one of its 12 guiding principles in the forthcoming Brexit
negotiations.1 This article will examine the challenges faced by UK in achieving
that goal.
There is no one definitive agreement that reflects the UK’s relationship of

cooperation with the EU. Rather it consists of a package of legal instruments based
on high levels of integration, and underpinned by the concept of the single area of
freedom, security and justice. In this article, the term “mutual legal assistance” is
used to refer to formal cooperation between sovereign states in criminal
investigations and proceedings conducted pursuant to international agreements.
The term “criminal justice cooperation” is used to refer to the EU’s cooperation
relationships in their widest sense.
This article will consider what the UK’s cooperation relationship with the EU

may look like, once it has left the EU, in the key areas of mutual legal assistance,
institutional cooperation, and data-sharing. Issues such as sovereignty and data
protection are examined to assess their potential impact on the UK’s stated goal
of maintaining its current level of criminal justice cooperation with the EU.

TheUK’s “special status” in relation to Justice andHomeAffairs
It is not possible fully to understand the complexities of the context in which the
criminal justice Brexit negotiations will take place without understanding the
history of the UK’s involvement in EU Justice and Home Affairs (JHA) matters.
The UK’s approach in this area has always been shaped by concerns about

national sovereignty, and a suspicion of EU institutional involvement in the
sensitive area of domestic policy. In 1991, the UK’s full participation in what
became the Third Pillar of EU cooperation in relation to JHA was predicated on
the fact that “the treaty puts the issues of … interior and justice matters… beyond

1HM Government, The United Kingdom’s exit from, and new partnership with, the European Union (February
2017), Cm.9417.
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the reach of the Commission and the European Court”.2 Similar concerns led to
the UK’s refusal to participate in the creation of the Schengen border-free zone in
19903; and to secure an “opt-in” approach to criminal justice measures under the
Treaty of Amsterdam in 1999,4 and the Schengen Agreement.5

The Lisbon Treaty entered into force in December 2009. It abolished the pillar
structure under the EU Treaties and, for the first time, following a five year
transitional period, EU criminal justice cooperation measures came within the
competence of supranational institutions such as the European Commission and
the Court of Justice of the European Union (the CJEU). In November 2014, the
UK chose to exercise its block opt-out power under Protocol 36 of the Lisbon
Treaty in relation to former Third Pillar measures, and then to opt back in to 35
of the pre-Lisbon criminal justice cooperation measures, including five measures
under the Schengen Agreement.6

A number of insights can be gleaned from this historical summary. First, the
Lisbon Treaty opt-in process provides an understanding of UK criminal justice
cooperation priorities, which are likely to shape UK policy in relation to the criminal
justice Brexit negotiations. Secondly, the UK’s current “special status” is the result
of hard-fought opt-outs obtained as the EU common justice and security policy
has evolved over time, and secured on the basis of the UK’s position as a member
of the EU. It remains to be seen whether the other EUMember States will continue
to tolerate this “pick and choose” approach once the UK has left the EU.7

The key themes that define the likely issues in relation to the
criminal justice Brexit negotiations
Before considering what the UK’s post-Brexit criminal justice cooperation
arrangements might look like, it is helpful to analyse the important themes likely
to shape the issues in the forthcoming negotiations.

The common interest in maintaining effective cooperation
relationships
When compared with other regional and international agreements, the current
arrangements in place for criminal justice cooperation within the EU represent, to
an unprecedented degree, a willingness to work together to the same end.
The EU’s arrangements are underpinned by the concept of a single area of

freedom, security and justice (AFSJ) within which states operate on a high level

2 Statement of the Prime Minister, John Major, to the House of Commons, Hansard, HC Vol.200 cols 859–878
(11 December 1991).

3The Schengen Aquis, Convention implementing the Schengen Agreement of 14 June 1985 between the
Governments of the States of the Benelux Economic Union, the Federal Republic of Germany and the French Republic
on the gradual abolition of checks at their common borders [2000] OJ L239/19.

4Protocol (No.4) on the position of the United Kingdom and Ireland (1997), Treaty on European Union (consolidated
version 1997) [1997] OJ C340/145.

5Protocol (No.1), Treaty on European Union, integrating the Schengen acquis into the framework of the European
Union, Treaty on European Union (consolidated version 1997) [1997] OJ C340/145.

6Hansard, HC col.1233 (10 November 2014); Hansard, HL col.327 (17 November 2014).
7 Interestingly, this is a risk averted to by the German Bundestag, European Affairs Directorate: Study: Consequences

of Brexit for the realm of justice and home affairs Scope for future EU cooperation with the United Kingdom, 18
August 2016, PE 6-3000 - 115/16, para.6.1.
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of mutual trust, and accept mutual recognition of judicial decisions. Article 3(2)
of the Treaty on European Union defines the AFSJ as being:

“An area of freedom, security and justice without internal frontiers, in which
the free movement of persons is ensured in conjunction with appropriate
measures with respect to external border controls, asylum, immigration and
the prevention and combating of crime”.

Given the centrality of the AFSJ to the high levels of cooperation that exist within
the EU, the nature of the UK’s post-Brexit cooperation arrangements are likely to
be influenced by the extent to which the UK will continue, once outside the EU,
to accept the principles that define the AFSJ. Although art.3(2) links the AFSJ to
free movement, this factor is unlikely ultimately to be determinative given the
international nature of modern crime, and the increase in offending (such as
cyber-crime) which is indifferent to borders. More controversial may be the
principle of mutual trust, particularly given that the CJEU has explicitly linked
mutual trust to compliance with EU law.8 This raises the possibility that the UK
may in practice remain constrained by EU legal principles following Brexit, even
though it will no longer be subject to EU law.
In theWhite Paper on exiting the EU, the Government argued that the UK’s

“pre-existing security relationship with the EU and its Member States means
that we are uniquely placed to develop and sustain a mutually beneficial
model of cooperation in this area from outside the Union”.9

As close geographical neighbours facing common threats from cross-border crime,
the self-interest in the UK maintaining effective cooperation relationships with
the EU is obvious. In addition, as leaders in the field of criminal justice,10 the UK
should be in a strong negotiating position. However, this position may yet be
undermined not by reason, but by the equally powerful emotional and political
factors prompted by the UK’s decision to leave the EU; factors whichmay preclude
the type of close cooperation we hope to achieve.

Sovereignty and the CJEU
Concerns about sovereignty, in particular with respect to the jurisdiction of the
CJEU, have long influenced the UK approach to criminal justice cooperation with
the EU. As “taking control of our own laws” is one of the Government’s 12 guiding
principles,11 it is likely that any CJEU jurisdiction in relation to UK cooperation
arrangements will remain highly contentious.
The Government has indicated that such arrangements could be governed by

“bespoke adjudication arrangements”.12 In its White Paper on exiting the EU, the

8Opinion 2/13 on the Draft Agreement on the Accession of the European Union to the European Convention for
the Protection of Human Rights and Fundamental Freedoms EU , C: 2014: 2454; unreported 18 December 2014,
paras 168 and 191.

9HM Government, The United Kingdom’s exit from, and new partnership with, the European Union (2017),
para.11.2.

10R. Dearlove, “Brexit would not damage UK security”, Prospect Magazine, 23 March 2016; House of Lords,
European Union Committee, 7th Report of Session 2016–17, Brexit: future UK-EU security and police cooperation,
HL Paper No.77, para.27.

11David Davis, Secretary of State for exiting the European Union, Hansard, HC col.40 (10 October 2016).
12House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.32.
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Government points to examples of “Joint Committees” or “panels” in trade
agreements13 that supervise the implementation and application of the agreement.
At the same time, the Government observed that there was no reason to be
“constrained by precedent”, and has made clear that it considers that different
dispute resolution mechanisms could apply to different agreements within the
overall Brexit settlement.14

One possiblemodel in the criminal justice context may be found in the extradition
agreement negotiated by Iceland and Norway with the EU.15 That agreement
requires the parties to “keep under review” the development of the case law of the
CJEU and the domestic courts of Iceland and Norway. This may be seen as
analogous to the requirement on domestic courts to “take into account” decisions
of the European Court of Human Rights under s.2 of the Human Rights Act 1998.
Sceptics may point to the fact that, despite its wording, the s.2 obligation was
interpreted by the domestic courts as requiring them to walk in step with the
decisions of the European Court of Human Rights (the so-called “mirror
principle”).16However, recent decisions by the SupremeCourt suggest that domestic
courts may now be willing to take a more independent approach to supranational
supervision,17 and this is all the more likely in relation to the type of arms-length
requirement to “keep under review” envisaged by the Norway/Iceland Agreement.
A bigger question is whether the EU will be willing to agree to bespoke

adjudication arrangements in place of supervision by the CJEU as part of the Brexit
settlement. In December 2016, the House of Lords European Union Committee
observed that:

“There must be some doubt as to whether the EU-27 will be willing to
establish the ‘bespoke’ adjudication arrangements envisaged by the
Government, and indeed over whether such arrangements can adequately
substitute for the role of the supranational institutions from the perspective
of the EU-27.”18

The Report concluded that, where the Government’s aim of bringing back control
of laws toWestminster was in conflict with maintaining strong security cooperation
with the EU, “the safety of the people of the UK should be the overriding
consideration in attempting to resolve that tension”. 19 Nontheless, it is clear that
the future role of the CJEU is likely to remain an important issue, particularly in

13For example, the EU-Canada Comprehensive Economic and Trade Agreement (CETA) and the North American
Free Trade Agreement (NAFTA).

14HMGovernment, The United Kingdom’s exit from, and new partnership with, the European Union (2017), paras
2.6–2.10.

15Agreement between the European Union and the Republic of Iceland and the Kingdom of Norway on the surrender
procedure between theMember States of the European Union and Iceland and Norway [2006] OJ L292/2; and Council
Decision of 27 November 2014 on the conclusion of the Agreement between the European Union and the Republic
of Iceland and the Kingdom of Norway on the surrender procedure between the Member States of the European
Union and Iceland and Norway, 2014/835/EU [2014] OJ L343/1. This agreement is not yet in force.

16R. (on the application of Ullah) v Special Adjudicator [2004] UKHL 26; [2004] 2 A.C. 323; [2004] H.R.L.R.
33 (p.910).

17R. (on the application of Kaiyam) v Justice Secretary [2014] UKSC 66; [2015] A.C. 1344 at [18]–[21]; R. (on
the application of Keyu) v Secretary of State for Foreign and Commonwealth Affairs [2015] UKSC 69; [2016] A.C.
1355; [2016] H.R.L.R. 2 (p.35).

18House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.39.
19House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.39.
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light of the PrimeMinister’s statement in January 2017 that ending the jurisdiction
of that Court would be a key objective in the Brexit negotiations.20

Data protection and equivalence
Another crucial factor in the criminal justice Brexit negotiations will be data
protection. Continued access to the EU’s data sharing arrangements, including
those operated by Europol and Eurojust, was identified by witnesses to the House
of Lords European Union Committee as a key priority.21However, the UK’s ability
to continue to access those databases will depend on its continuing ability to
conform to EU data protection requirements.
At present, data sharing in the EU criminal justice context is governed by the

Data Protection Framework Decision,22 which sets out minimum data protection
safeguards in the area of police and judicial cooperation. It applies to data received
from the EU, or EU bodies such as Eurojust or Europol. From 6 May 2018, the
Data Protection Framework Decision will be replaced by another EU measure:
the Police and Criminal Justice Data Protection Directive (the Police Data
Directive).23 The UK has an opt-out in respect of the Police Data Directive, which
means that it will not apply to data processing by law enforcement bodies within
the UK, although in practice it will apply to data-sharing with other EU states. The
data protection rules under the Data Protection Framework Decision and the Police
Data Directive are markedly less restrictive than those that apply in the private
sector.24 As a member of the EU, the UK has been able to influence the direction
of EU data protection policy and, in particular, the difference in approach to data
protection in the context of criminal justice cooperation as compared with the
private sector.
Following Brexit “equivalence”, the process by which the EU recognises the

regulatory regime of a third state as being equivalent to that of the EU, is likely
to be of critical importance to the UK. The Secretary of State for Exiting the EU
has stated that

“as things stand, we have the exact same rules, regulations and standards as
the rest of the EU. Unlike most negotiations, these talks will not be about
bringing together two divergent systems but about managing the continued
cooperation of the UK and the EU”.25

In the context of the transfer of EU criminal justice data, the equivalence test at
present is whether a third state to which the data is transferred has an “adequate

20 “Theresa May’s Brexit Speech in Full”, The Telegraph, 17 January 2017.
21House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.86.
22Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of personal data processed

in the framework of police and judicial cooperation in criminal matters [2008] OJ L350/60.
23Directive 2016/680 of 27 April 2016 on the protection of natural persons with regard to the processing of personal

data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and on the free movement of such data, and repealing Council
Framework Decision 2008/977/JHA [2016] OJ L119/89.

24Directive 95/46 of 24 October 1995 on the protection of individuals with regard to the processing of personal
data and on the free movement of such data [1995] OJ L281/31-. From 25 May 2018 this will be replaced by the
General Data Protection Regulation OJ L199/1.

25HM Government, The United Kingdom’s exit from, and new partnership with, the European Union (2017),
Preface by the Secretary of State.
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level of protection for the intended data processing”.26 Once the Police Data
Directive is in force, such data can only be transferred if the European Commission
has made an “adequacy decision”27; the third state has appropriate data protection
safeguards in place28; or specific circumstances exist, for example that the transfer
of data is necessary in order to protect the vital interests of the data subject or
another person.29

Once the UK has left the EU, it will fall to be treated as a third state in accordance
with the provisions of the Police Data Directive. Given that the UK currently
applies EU data protection laws, the equivalence requirements are likely to be easy
to satisfy at the outset. However there is a real risk that, once the UK is outside
the EU, the balance struck under EU law between data protection and law
enforcement will shift towards the former. As David Anderson QC has noted in
relation to data protection

“it is hard to think of any other area of human rights law that is characterised
by such marked and consistent differences of opinion between the European
courts and the British judges”.30

Such differences of opinion are particularly acute in the field of bulk data retention,
where European Courts have repeatedly ruled that UK and Irish data retention
laws are disproportionate.31

The risks to the UK once it becomes a “third state” are highlighted by the “Safe
Harbour” saga inwhich the CJEU overturned the EuropeanCommission’s adequacy
decision with respect to the US’ “Safe Harbour” privacy principles.32 This resulted
in the US having to negotiate a new data protection framework with the EU (the
EU-US “Privacy Shield”) with significant regulatory uncertainty in the interim.
The House of Lords EU Committee recommended that the Government “consider
future-proofing any arrangements made at the point of exit” to mitigate the risk
that future changes in EU data protection laws will render any agreement vulnerable
to being overturned by the CJEU. 33However, this is likely to be highly contentious
given the emphasis placed on data protection by the EU.

The art.50 negotiating period and transitional arrangements
“Delivering a smooth and orderly exit from the EU” is one of the Government’s
12 guiding principles in the Brexit negotiations. The Government has made clear
that this may include “a phased process of implementation” that could extend
beyond the two year art.50 period.34 Such an approach is obviously prudent in the

26Data Protection Framework Decision art.13.
27 Police Data Directive art.36.
28 Police Data Directive art.37.
29 Police Data Directive art.38.
30David Anderson QC, A Question of Trust, Report of the Investigatory Powers Review, June 2015, para.2.24.
31 For example, S v United Kingdom (2009) 48 E.H.R.R. 50 (p.1169); [2009] Crim. L.R. 355 (retention of DNA

and fingerprint data); Digital Rights Ireland Ltd v Minister for Communications, Marine and Natural Resources
(C-293/12) EU:C:2014:238; [2014] 3 C.M.L.R. 44 (p.1065) (mandatory data retention schemes); Secretary of State
for the Home Department v Watson (C-698/15) 21 December 2016 (Data Protection and Investigatory Powers Act
2014).

32 Schrems v Data Protection Commissioner (C-362/14) EU:C:2015:650; [2016] 2 C.M.L.R. 2.
33House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.34.
34HM Government, The United Kingdom’s exit from, and new partnership with, the European Union (2017),

para.12.1.
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criminal justice context where the experience of other third states has been that
the negotiation period can be significantly greater than two years.35 The risk to the
Government in seeking such an arrangement is that there is the potential for
agreeing the terms of a transitional period to become a negotiation in itself, using
valuable art.50 time in the process. This is likely to be a risk worth taking in the
criminal justice context where there exists a strong mutual interest in ensuring that
criminal justice cooperation arrangements remain effective pending the negotiation
of a final settlement.

Mutual legal assistance agreements
At present, formal mutual legal assistance arrangements within the EU are based
on Council of Europe Conventions36 and a range of EU law measures. The latter
includes the Convention on Mutual Assistance in Criminal Matters (2000)37; arts
48–53 of the Schengen acquis38; and other criminal justice cooperation measures
that the UK opted back into pursuant to Protocol 36 of the Lisbon Treaty.39

FromMay 2017, many of these measures will be replaced by a single instrument,
the European Investigation Order Directive, which will consolidate many of the
existing rules relating to the transfer of evidence in criminal cases into one
mechanism based on the mutual recognition of judicial decisions. Amongst the
measures that will be replaced as between EU Member States participating in the
Directive,40 are the Council of Europe Convention on Mutual Legal Assistance
(1959); the Schengen Convention; and the EU Convention on Mutual Assistance
in Criminal Matters (2000).41

The impact of Brexit on MLA agreements
Once the art.50 process (including any transitional period) is complete some, but
not all, of the UK’s mutual legal assistance arrangements with the EU will lapse.
We will lose the EU lawmeasures, including the Convention onMutual Assistance
in CriminalMatters and the European Investigation Order Directive. Unless access
to these measures is negotiated, the only remaining agreements will be the Council
of Europe Conventions.
Although the Council of Europe Conventions cover much of the same ground

as the EU measures, they are less detailed and considerably less effective. For
example, the European Investigation Order Directive will operate on the basis of

35The EAW Agreement negotiated by Iceland and Norway was agreed in principle in 2006 following four years
of negotiation, and it is still not formally in force 10 years later. In relation to cooperation, Switzerland, Liechtenstein,
andMoldova took between five and seven years to negotiate bi-lateral agreements with Eurojust; and, as noted above,
similar negotiating periods have occurred in relation to Europol.

36European Convention onMutual Assistance in CriminalMatters, ETSNo.030 (1959) and the additional Protocols;
Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime (1990), ETS No.141;
Convention on Cybercrime (2001), ETS No.185; Convention on Laundering, Search, Seizure and Confiscation of
the Proceeds from Crime and on the Financing of Terrorism (2005), ETS No.198.

37Convention on Mutual Assistance in Criminal Matters between the Member States of the European Union
(2000)2000/C 197/01.

38Council Decision of 29 May 2000 concerning the request of the United Kingdom of Great Britain and Northern
Ireland to take part in some of the provisions of the Schengen acquis [2000] OJ L131/43.

39 For a full list of these measures see Decision pursuant to Article 10(5) of Protocol 36 to The Treaty on the
Functioning of the European Union (July 2014), Cm.8897.

40Denmark and Ireland are not participating in this measure.
41Directive 2014/41 of 3 April 2014 regarding the European Investigation Order in criminal matters art.34; Article

34(1) of the European Investigation Order Directive.
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the mutual recognition of judicial decisions, an approach which has done much to
reduce the complexity of proceedings in the context of the European ArrestWarrant
(EAW). The coverage of the Council of Europe Conventions is also patchy. The
Mutual Assistance Convention 195942 and the Proceeds of Crime Convention
199043 have been signed and ratified by all EU Member States and would provide
a reasonable starting point for negotiations for a future relationship. However, the
protocols to the 1959 Convention; the 2005 Proceeds of Crime and Terrorist
Financing Convention44; and the Convention on Cyber Crime45 have not been signed
and ratified by all 27 EU States. It follows that the UK will need to identify which
parts of the current arrangements it wishes to retain, and ensure that these are built
into whatever future arrangements emerge from the renegotiations.

Renegotiation options

Third party membership of agreements
The EU allows third state participation in some of its mutual legal assistance
arrangements. For example, both Iceland and Norway are signatories to the
Convention on Mutual Assistance in Criminal Matters (2000),46 and the Schengen
acquis.47 In addition, Iceland and Norway have negotiated an EAW style extradition
arrangement with the EU, and access to the Prüm Decisions on the exchange of
criminal justice data (neither yet in force), which may provide a precedent for
allowing the UK to negotiate similar arrangements, and possibly access to other
measures such as the European Investigation Order Directive.
While the Norway/Iceland example contains a useful precedent, there are a

number of factors that may affect the willingness of the EU to allow the UK the
same access. Those two states are members of the European Free Trade Association
and the European Economic Area, and are associate members of the full Schengen
agreement. By contrast, the UK has only ever been willing to sign up to parts of
Schengen, and the current political intention is to adopt a more arms-length
relationship with the EU than that chosen by Norway and Iceland. While the UK
is in a unique position as a current member of the EU, and has a negotiating
advantage as a regional leader in criminal justice matters, the devil will be in the
detail of how mutual recognition is to operate in circumstances where the UK is
no longer part of the EU.
Further, it may prove impractical to seek to negotiate third state access to the

network of existing EU MLA measures. As noted, the Iceland/Norway precedent
suggests that such negotiations are time-consuming: discussions on the EAW
agreement opened in 2001, and while agreement in principle was reached in 2006,

42European Convention on Mutual Assistance in Criminal Matters, ETS No.030 (1959).
43Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime, ETS No.141 (1990).
44Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime and on the Financing

of Terrorism, CETS No.198 (2005).
45Convention on Cyber Crime, ETS No.185 (2001).
46Agreement between the European Union and the Republic of Iceland and the Kingdom of Norway on the

application of certain provisions of the Convention of 29May 2000 onMutual Assistance in CriminalMatters between
the Member States of the European Union and the 2001 Protocol thereto [2000] OJ L26.

47Agreement concluded by the Council of the European Union, the Republic of Iceland and the Kingdom of
Norway on the association of these two states to the implementation, to application and to the development of the
acquis de Schengen—final Act OJ L176/1.
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it is still not in force. Further, such an approach would require either multiple
agreements, or a single agreement securing access to named EU measures. Either
way, additional negotiations would be necessary in respect of any future newly
introduced instruments.

A UK-EU MLA Treaty
An alternative to negotiating third state access to the network of existing MLA
agreements would be a UK-EU MLA treaty. The EU does negotiate en bloc with
third states in relation to MLA Treaties, although there is no precedent for an
EU-third state Treaty that allows for the same level of cooperation as that within
the EU.
So far, the only EU MLA treaty that has been negotiated is with Japan. The

Japan Treaty is a conventional MLA Treaty broadly based on the UN model
agreement under which both parties have a wide discretion as to whether to comply
with a request for assistance.48 By contrast, the EU Investigation Order Directive
is based on the principle of mutual recognition, and the grounds on which a request
for assistance may be refused are tightly circumscribed.49 Key features of the
Investigation Order Directive are absent from the EU-Japan Treaty, including the
right of the issuing state to request that its authorities be involved in the execution
of the Order50; the limited application of the principle of dual criminality51; tight
time-limits52; and provisions relating to covert investigations.53 It follows that the
UK will need to break new ground if it is to negotiate a comprehensive UK-EU
Treaty that retains the level of close cooperation in existence at the point at which
it leaves the EU.
A further issue in relation to an EU-UK Treaty is that it would remain open to

interpretation by decisions of the CJEU, even if any such decision would not be
binding on the UK. This leads to the possibility of conflicting interpretations by
the domestic courts. At this stage it is difficult to predict how great an impact this
would have on the application of such a treaty in practice. On one view, the UK
Courts may well strive to avoid conflict; on the other hand, such a situation may
be unavoidable. It remains possible that practical difficulties will arise should the
CJEU approach the interpretation of (for example) any grounds of refusal in a
manner different to that adopted by the UK Courts.
The EU does also have less formal MLA arrangements with third states, such

as the EU-US Framework Agreement on Mutual Legal Assistance. This sets a
common framework for cooperation and co-exists alongside existing bilateral
agreements between the US and individual EU countries. As the UK is unlikely
to be attracted to negotiating bi-lateral MLA agreements with all 27 EU States this
is unlikely to be a viable option.

48Article 11 of the Treaty provides that grounds of refusal include the political offence exception; sovereignty,
security and public order; extraneous considerations; double jeopardy; dual criminality; and failure to comply with
the requirements of the Treaty.

49The grounds of refusal in art.1 of the Directive include: immunity/privilege; national security; certain quasi-criminal
proceedings; ne bis in idem; extra-territoriality; human rights; and the limited application of the dual criminality
principle.

50Article 9(4).
51Article 11.
52Article 12.
53Article 29.
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Institutions
The UK has key relationships with a number of EU institutions operating in the
area of criminal justice cooperation. These include Eurojust; Europol; the European
Police College (CEPOL); the European Public Prosecutor’s Office; and the EU
Anti-Fraud Office (OLAF).
This section considers the likely implications of Brexit on the UK’s role in the

most important of these two organisations, Europol and Eurojust; and the issues
that may shape the UK’s future relationships in this area.

Europol
The European Police Office, known ubiquitously as “Europol”, is an entity of the
EU whose objective is to support national law enforcement authorities, and the
mutual cooperation of EUmember states, in combating serious cross-border crime.54

It is currently governed by a European Council Decision (the Europol Council
Decision),55 but from May 2017 it will be governed by a new Regulation.56 The
UK has indicated its intention to opt-in to this Regulation.
Europol is governed by a Director,57 and a Management Board.58 Membership

of the Management Board is only open to EU Member States and the European
Commission. The Board oversees a permanent staff, including specialist criminal
analysts, who work alongside seconded Europol Liaison Officers from all 28 EU
Member States, as well as seconded officers from some third states.

Eurojust
Eurojust is the EU’s judicial cooperation unit, and facilitates criminal justice
cooperation between national authorities in combating serious cross-border crime.
It is governed by a series of Council Decisions59; and each EU Member State has
a national member, who is a prosecutor, police officer or judge, seconded to
Eurojust. Those national members make up the governing body called “the
College”.60

Each Eurojust national member is supported by a “desk”, and the national desks
act as contact points to enable multilateral cooperation between the 28 Member
States. This can involve facilitating requests for mutual legal assistance or the
execution of European Arrest Warrants; advising on individual cases; and
supporting Joint Investigation Teams.

54Council Decision of 6 April 2009 establishing the European Police Office (Europol) art.3.
55Council Decision of 6 April 2009 establishing the European Police Office (Europol).
56Regulation 2016/794 of 11May 2016 on the EuropeanUnionAgency for LawEnforcement Cooperation (Europol)

(the Europol Regulation) [2016] OJ L135/53.
57Council Decision of 6 April 2009 establishing the European Police Office (Europol) art.38.
58Council Decision of 6 April 2009 establishing the European Police Office (Europol) art.37.
59Council Decision of 28 February 2002 setting up Eurojust with a view to reinforcing the fight against serious

crime [2002] OJ L63/1; Council Decision 2003/659/JHA of 18 June 2003 amending Decision 2002/187/JHA setting
up Eurojust with a view to reinforcing the fight against serious crime [2003] OJ L245/44; Council Decision
2009/426/JHA of 16 December 2008 on the strengthening of Eurojust and amending Decision 2002/187/JHA setting
up Eurojust with a view to reinforcing the fight against serious crime[2008] OJ L138/14.

60Consolidated Council Decision on Eurojust arts 2 and 10.
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The impact of Brexit on Britain’s institutional relationships
As membership of both Eurojust and Europol is confined to EU Member States,
following Brexit the UK will fall to be treated as a “third state”. Although both
institutions enter into cooperation agreements with third states, there is no precedent
for a third state agreement with either body that allows for the same level of access
to intelligence-sharing and resources as the UK currently enjoys. Securing such
access will be a key objective for the Brexit criminal justice negotiations.

Europol
At present, Europol has power to conclude agreements with third states pursuant
to art.23 of the Europol Council Decision; from 1 May 2017 any agreement with
a third state relating to Europol will be an international agreement concluded by
the EU under art.218 TFEU.61As the UKmay well be one of the first “third states”
to conclude such an agreement in relation to Europol, it is difficult to predict the
form it will take, particularly given the unique context of the overall Brexit
negotiations in which it will be agreed.
To date, Europol agreements have broadly fallen into two categories. First, there

are operational cooperation agreements allowing access to certain information and
intelligence. States with whom such agreements have been concluded include the
US, Australia, Canada, Colombia, Norway, and Switzerland. The second category
comprises strategic cooperation agreements concluded with states such as Russia,
Turkey, Ukraine, and Bosnia. These provide for the exchange of “strategic and
technical information” but no personal data.62 Although neither category of
cooperation partner has the same level of access to Europol’s information or
intelligence as a full member, it is likely that the operational cooperation agreement
model will be the UK’s starting point for its future relationship with Europol.

Eurojust
Eurojust has entered into co-operation agreements with nine third states,63 three
of which have seconded Liaison Prosecutors to work at Eurojust.64 The Director
of Public Prosecutions has expressed concerns about the limitations of the third
State Liaison Prosecutor role: in particular the lack of influence these secondees
have on the strategic direction of Eurojust; and the fact that this role does not allow
access to the Eurojust Case Management system.65 In order to retain these
advantages, the UK will need to navigate two critical but potentially problematic
areas: equivalence in relation to data protection, and access to a board level role
without EU institutional supervision in relation to the UK.
Continued access to Joint Investigation Teams may be more straightforward.

These are teams of judges, prosecutors and law enforcement authorities appointed
to coordinate criminal investigations in one or more Member States. The legal
basis for Joint Investigation Teams is art.13 of the EUConvention onMutual Legal

61Europol Regulation art.25(b).
62 For example, Cooperation Agreement between Bosnia and Herzegovina and the European Police Office art.1.
63Ukraine, Montenegro, Moldova, Liechtenstein, Switzerland, Macedonia, the US, Iceland and Norway.
64US, Norway and Switzerland.
65House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.76.
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Assistance (2000), which means that third states such as Norway and Iceland,66

who have reached agreement with the EU to participate in the 2000 Convention,
can take part in them. This sets a useful precedent for future UK involvement in
such teams post-Brexit, assuming that a similar arrangement can be reached in
relation to the 2000 Convention.
In addition to its cooperation agreements with third states, Eurojust alsomaintains

“contact points” in non-EU European States which allows them to be consulted
in relation to cases of mutual interest. Eurojust has recently committed to extending
its judicial contact point network to make it more effective in areas such as
organised crime and trafficking, although contact point status alone would fall far
below the current level of cooperation that the UK currently enjoys as a Eurojust
member and is therefore unlikely alone to form a viable post-Brexit option.

Issues likely to affect the UK’s future relationship with Europol and
Eurojust
The Government has yet to set out its full position in relation to Europol, although
in evidence to the House of Lords European Union Committee a Home Office
Minister indicated that the Government would be seeking a “bespoke solution”.67

This may reflect the view from UK law enforcement agencies that Europol’s
existing third state agreements would not be sufficient to meet the UK’s needs, in
particular because such agreements do not allow access to the Europol Information
System, Europol’s central criminal intelligence database.68 In relation to Eurojust,
the Government has pointed to the Norwegian, Swiss and American models as
possible precedents for a third state cooperation agreement.69

The UK gains significantly from the cooperation and data sharing arrangements
to which it currently has access as a full member of both Europol and Eurojust,
although such benefits do not flow in one direction. Europol in particular gains
from the UK’s contribution to its intelligence systems. In the White Paper on
exiting the EU, the Government noted that the UK was one of the biggest
contributors to Europol systems, and currently participated in all 13 of Europol’s
current operational priority projects.70 Similar observations were made in April
2013 by the Director of Europol when he gave evidence to a House of Lords
sub-committee. He stated that the UK was the first or second most important
Member State in terms of the volume of intelligence shared, and the amount of
operational work engaged in, through Europol. The Report noted his remarks that
the impact on the UK of leaving Europol would be to “increase the risk of serious
crimes… going undetected or not prevented in the UK”, and that the impact on

66Agreement between the European Union and the Republic of Iceland and the Kingdom of Norway on the
application of certain provisions of the Convention of 29 may 2000 onMutual Assistance in CriminalMatters between
the Member States of the European Union and the 2001 Protocol thereto [2000] OJ L26.

67Select Committee on the European Union, HomeAffairs Sub-Committee, Corrected oral evidence: Brexit: Future
UK-EU Security and Policing Cooperation, Wednesday 19 October 2016.

68House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, paras
55–56.

69House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.78.
70HM Government, The United Kingdom’s exit from, and new partnership with, the European Union (2017),

para.11.2.
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Europol would be “pretty disastrous”.71 The mutual benefits of ensuring that a
close level of cooperation continues are obvious.
As noted, Board positions at Europol and Eurojust are confined to EUMember

States. In addition, to date the UK has provided one Director of Europol and two
Presidents of Eurojust. Maintaining the UK’s current level of influence on the
strategic direction of these organisations will be a key challenge for the Government
in the forthcoming negotiations.
A number of the themes identified above will be particularly relevant when the

UK begins to renegotiate its institutional relationships with the EU in this area. In
particular, the length of negotiations, the role of the CJEU, and data-protection
are likely to be of particular importance.

Delay
The experience of a number of third states in negotiating operational cooperation
agreements with both Eurojust and Europol has been that this process is lengthy.
In the case of Eurojust the experience of Switzerland, Liechtenstein and Moldova
was that this process took between five and six years72; and in the case of Europol,
the negotiating period has often been between five and seven years, or as much as
nine to 12 years where the exchange of data has been in issue.73

The US was able to conclude an agreement with Eurojust within a year of the
terrorist attacks in September 2001, which may suggest that where there is political
impetus the negotiating period can be curtailed. It remains to be seen whether there
will be such a stimulus behind the Brexit criminal justice negotiations.
While, in general, the requirement for future Europol agreements to be formal

international agreements under art.218 is unlikely to shorten the negotiating period,
this may be of less importance in the context of the Brexit negotiations in which
the scale of the settlement being negotiated may lend itself in any event to a more
formal international agreement.

Data protection
The issue of data protection is likely to be particularly acute. Article 25 of the new
Europol Directive provides that Europol can only share data with a third state
under the terms of an agreement with Europol/the EU, or if the European
Commission has made a data protection adequacy decision. Both processes will
require the UK to demonstrate that its domestic law provides an equivalent level
of data protection to that within the EU.
In relation to Eurojust, at present third states must either be a signatory to the

Data Protection Convention,74 or there must be an adequacy decision.75 This does
not currently present a problem for the UK as it is a signatory to the Convention,
however in 2013 the Commission put forward proposals for the reform of Eurojust
that would have brought the data protection position in line with the position under

71European Union Committee, Thirteenth Report EU police and criminal justice measures: The UK’s 2014 opt-out
decision, HL Paper No.159, paras 194–195.

72House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.80.
73House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.58.
74Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, ETSNo.108.
75Consolidated Council Decision on Eurojust art.26a.
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art.25 of the Europol Directive.76While this proposal was not taken up byMember
States, it is a clear indication of Eurojust’s future direction of travel.
While, at present, the equivalence threshold may be easy to surmount, the

question of whether this will remain the case is particularly important in the field
of criminal justice data sharing where, as noted, the UK places greater emphasis
than the EU on operational ability over data protection issues.

The CJEU
The relationship between Europol and other key EU institutions, such as the CJEU,
is another potential flashpoint in the Brexit negotiations. As there is no precedent
for the type of “bespoke” arrangement that the UK may be intending to seek, it is
difficult to predict how the renegotiated role for the UK will fit in with Europol’s
existing legal framework, in particular its accountability to the CJEU. Finding a
solution that allows the UK a high level of access to Europol but does not dilute
Europol’s relationship with other EU institutions is likely to be a key issue for the
UK negotiators.
At present Eurojust is unlikely to be directly accountable to the CJEU in

individual cases because its acts do not have formal binding effect, however there
is an ongoing debate as to the reform of Eurojust that would lead to it having formal
powers that would render it accountable to the Court of Justice.77 As with data
protection, the challenge for the Brexit renegotiations will be “future-proofing”
the UK’s position with respect to CJEU jurisdiction in this area.

Data sharing and access to information systems

EU information systems
TheUK currently has access to a number of important EU data-sharing and criminal
justice information systems that are used on a daily basis by law enforcement
officials and courts throughout the UK. The four key data-sharing systems are the
SecondGeneration Schengen Information System (SIS II)78; the European Criminal

76Article 44 Proposal for a Regulation of the European Parliament and of the Council on the European Union
Agency for Criminal Justice Cooperation (Eurojust), COM(2013) 353.

77 Proposal for a Regulation of the European Parliament and of the Council on the European Union Agency for
Criminal Justice Cooperation (Eurojust), COM(2013) 353. See also, the Council of the European Union Secretariat
Note, Eurojust/ERA Conference, 10 years of Eurojust, Operational Achievements and Future Challenges, The Hague,
12–13 November 2012, Outcome Report, 26 April 2013.

78 SIS II is a criminal justice database that enables those with access to it to share information about European
Arrest Warrants; missing persons; witnesses, absconders or subjects of criminal judgments; surveillance requests;
and stolen goods. SIS II is seen as particularly important in tracking foreign fighters and other terrorist suspects
(European Commission Report, Report from the Commission to the European Parliament and the Council on the
evaluation of the second generation Schengen Information System (SIS II), COM(2016) 880 final, p.14).
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Records Information System (ECRIS)79; the Council Decisions governing the
exchange of airline passenger data80; and the “Prüm Decisions”.81

In light of the fact that witnesses before the House of Lords European Union
Committee described continued UK access to these information-sharing systems
as “mission-critical in protecting both the citizens of the UK and the citizens of
Europe”,82maintaining access to these systems is likely to be an important priority
for the UK following its exit from the EU.

Access to these systems following Brexit
Access by third states to EU criminal justice information systems and data-sharing
mechanisms is patchy. Only EUMember States have access to ECRIS, and although
Norway, Iceland, Switzerland and Liechtenstein have access to SIS II, this is
because the Council Decision establishing SIS II also constituted a development
of the provisions of the Schengen acquis as they applied to those states.83

While there are other mechanisms for sharing some types of information, these
are less effective than the equivalent EU law measures. For example, information
relating to criminal convictions can be shared under the Council of EuropeMutual
Assistance Convention but the process is slower and, unlike under ECRIS, there
is no obligation on the recipient of a request to provide the data. Similarly, the EU
measures governing Advance Passenger Information (API) and Passenger Name
Records (PNR) data are not the only means of obtaining this information; such
information can be shared on a bi-lateral basis. However, such arrangements do
not entail the EU-wide coverage, nor the obligation to provide information, that
the EU measures do.
The EU does have third state agreements in relation to some of these data-sharing

measures. For example the US, Canada and Australia have entered into agreements
with the EU in relation to PNR data; and in 2010 Norway and Iceland concluded
agreements allowing them to participate in the Prüm Decisions, although these
agreements are not yet in force.
An agreement securing third state access for the UK to all four of the information

sharing mechanisms would be unprecedented, and the core themes identified in
this article are of relevance in assessing the prospects of successfully negotiating
such an arrangement.

79ECRIS is a secure IT system that facilitates the efficient exchange of information relating to criminal convictions
between EU Member States. This system allows the police to make fully informed bail decisions, and also enables
domestic criminal courts to have access to foreign antecedents in another EU Member State for the purposes of
sentencing. It can also be used for employment vetting and immigration purposes.

80Advance Passenger Information and Passenger Name Records data for certain flights are provided by airlines
to EUMember States pursuant to two EU lawmeasures: Council Directive 2004/82 of 29 April 2004 on the obligation
of carriers to communicate passenger data [2004] OJ L261/24; Directive (EU) 2016/681, 27 April 2016 on the use
of passenger name record (PNR) data for the prevention, detection, investigation and prosecution of terrorist offences
and serious crime [2016] OJ L119/132.

81The “Prüm Decisions” require EU Member States to allow the reciprocal searching of each others’ national
databases for DNA profiles; Vehicle Registration data; and fingerprints. They have been credited with helping to
track down one of the suspects in the November 2015 Paris terrorist attacks (HM Government, Background Note,
The UK’s cooperation with the EU on justice and home affairs, and on foreign policy and security issues, p.6).

82House of Lords, European Union Committee, Brexit: future UK-EU security and police cooperation, para.86.
83Council Decision 2013/157 of 7 March 2013 fixing the date of application of Decision 2007/533/JHA on the

establishment, operation and use of the second generation Schengen Information System (SIS II) [2013] OJ L87/8–9,
Preamble, paras 10–12.
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First, while the UK benefits from data-sharing, it also contributes to it. This
aspect of European cooperation is enhanced by widespread participation, and
would be undermined by the existence of “black spots” created by some states
being excluded from it. The theme of mutual interest is therefore highly relevant.
However, data protection issues are also likely to be crucial in this area. Access

to EU information sharing mechanisms will require the UK to demonstrate
equivalence in relation to EU data protection laws. As noted, the key challenge
will not be meeting this threshold at the date of the negotiations, but in ensuring
that the agreement is not vulnerable to future challenge should UK data protection
laws later diverge from those of the EU. Similarly, reaching agreement with the
EU is only the first step; the agreement then has to survive any challenge before
the CJEU.
The recent opinion of Advocate GeneralMengozzi in relation to the EU/Canada

PNR agreement provides a telling example.84 AGMengozzi reasoned that aspects
of that agreement do not comply with the data protection requirements under the
EU Charter of Fundamental Rights. If his reasoning is accepted by the CJEU, this
will bring into sharp focus the difficulties facing third states in seeking data-sharing
agreements with the EU. For example, one aspect of the EU/Canada agreement
that came in for criticism was the fact that it authorised Canada to retain PNR data
for up to five years, despite the fact that this provision is consistent with the
arrangements under the EU’s PNR Directive.85 The net result for Canada is that
the CJEU proceedings have delayed the agreement from coming into force by at
least two years and may derail the agreement altogether.
In relation to sovereignty, the PNR agreement reached by the EU with Canada

provides a model for monitoring compliance that may prove useful to the UK.
Under this agreement, Canada is obliged to establish an “overseeing authority”
with effective powers to investigate compliance issues, and to refer breaches for
prosecution or disciplinary action where appropriate. Under this model, compliance
with the agreement is governed entirely by national law and the CJEU has no direct
role. The US PNR agreement contains similar provisions. However, as the Opinion
of AG Mengozzi shows, the CJEU still has jurisdiction to determine the extent to
which the agreement itself complies with EU law and therefore the UK may well
continue to feel the effect of CJEU decisions in this areas, even after Brexit.

Conclusion
The Government’s stated goal is to negotiate the best deal that it can with the EU
to cooperate in the fight against crime and terrorism.86 In achieving that aim, the
key challenge for the UK will be maintaining the current level of criminal justice
cooperation. This goal should be well within reach given the EU’s mutual interest
in maintaining strong cooperation relationships with its close geographical

84Advocate General Mengozzi, Request for an opinion—Admissibility—Draft agreement between Canada and
the European Union on the transfer and processing of Passenger Name Record data—‘Passenger Name Record (PNR)’
data—Compatibility of the draft agreement with Article 16 TFEU and Articles 7 and 8 and Article 52(1) of the Charter
of Fundamental Rights of the European Union—Legal basis, Opinion 1/15, 8 September 2016.

85Directive 2016/681 of 27 April 2016 on the use of passenger name record (PNR) data for the prevention, detection,
investigation and prosecution of terrorist offences and serious crime arts 12 and 13 [2016] OJ L119/132.

86HM Government, The United Kingdom’s exit from, and new partnership with, the European Union (2017),
para.11.7.
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neighbours, and the UK’s position as a leader in the field of criminal justice.
However, achieving a mutually beneficial arrangement will be dependent on both
sides negotiating complex and difficult issues, in particular those relating to data
protection and sovereignty, in a highly charged political atmosphere and subject
to tight time constraints. It is to be hoped that the risks inherent in a disorderly
Brexit will motivate both sides to reach a strong agreement that forms the basis
of a close and mutually beneficial future cooperation relationship between the EU
and the UK.
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