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This series of briefing papers from 6KBW College Hill explores potential issues 
arising in domestic criminal law and practice as the Government embarks on re-
framing the terms of our relations with the EU. 
 
This second part of Briefing No. 4 on policing co-operation considers the potential 
impact of Brexit on the UK’s current arrangements with the EU in the area of 
information sharing. 
 
 
THE CURRENT LANDSCAPE 
 
Crucial to the way in which the EU has sought to facilitate cross-border policing 
between Member States has been the development of various systems of 
information collection and sharing.  
 
The key measures can be summarised as follows: 

 
(i) ‘Prüm’ Decisions: The system whereby national law enforcement agencies 

can search the DNA, fingerprint and licence plate databases of other Member 
States.1   

 
(ii) Second generation Schengen Information System (SIS II): A database of 

‘real time’ alerts about individuals and objects of interest to EU law 
enforcement agencies.2 (SIS II includes information on 35,000 wanted persons, 
as well as details of suspected foreign fighters and missing persons.) 

 
(iii) European Criminal Records Information System (ECRIS): A mechanism to 

facilitate the exchange of information on criminal convictions between Member 
States.3 

                                                
1 See Council decisions 2008/615/JHA (Articles 3,4,9 and 12) and 2008/616/JHA, Framework Decision 
2009/905/JHA. 
2 See Council Decision 2007/533/JHA of 12 June 2007 on the establishment, operation and use of the 
second generation Schengen Information System (SIS II). 
3 See Council Framework Decision 2009/315/JHA of 26 February 2009 on the organisation and content 
of the exchange of information extracted from the criminal record between Member States. 

6KBW – BREXIT BRIEFING NO. 4 
Brexit and Policing Co-operation (Part II) 
 
 
 

20 O
CTO

BER 2016 
BREXIT BRIEFIN

G
 4 



 2 

 
(iv) Europol Information System (EIS): The database, operated by Europol, to 

pool information on criminals and terrorists across the EU. Currently, any 
member of Europol can access the EIS in order to identify connections 
between criminals and investigation leads. 

 
 
THE FUTURE 
 
As is obvious, policing co-operation is not an area in which the UK can act 
unilaterally. Collaboration with Member States will be vital to the UK’s continuing 
access (and contributions) to the mechanisms noted above.  
 
As outlined in Part I of this briefing, at present it seems likely that the UK will seek to 
continue to cooperate with EU policing agencies by way of ‘associate’ membership, 
that is to say a bilateral operational agreement. However, adopting the information 
sharing arrangements at the heart of the existing relationships raises two particular 
concerns. 
 
 
 
LIMITED ACCESS TO INFORMATION 
 
The first point is that, currently, non-EU Member States have limited access to the 
EU policing databases and, as a non-Schengen state, the UK may lose its direct 
access altogether.   
 
Non-EU Member States such as Norway, Iceland, Switzerland and Lichtenstein 
currently have access to both the ‘Prüm’ system and SIS II. Importantly however this 
access is conditional on the participation of those states in the Schengen ‘border 
free’ area. The UK is, of course, not currently a member of Schengen and, post-
referendum, seems highly unlikely to join.   
 
Europol’s operational agreement does not permit non-Member States direct access 
to its databases including the EIS. Rather, non-Member States must ask EU 
counterparts to access the information on their behalf – a process said to be more 
cumbersome, slower and effectively equivalent to ‘second-tier’ membership. 
 
Perhaps most significantly, no non-EU Member State currently has access to 
ECRIS, the EU’s system on exchange of criminal records, including the four 
associated Schengen countries listed above. As a consequence these countries are 
reliant on the 1959 Council of Europe Convention on Mutual Assistance in Criminal 
Matters or Interpol to obtain information that would otherwise be available via ECRIS. 
In practice, this arrangement has been criticised as time consuming, complex and 
expensive. 
 
 
EQUIVALENT STANDARDS OF DATA PROTECTION  

 
The second major issue arising is that, even if the UK is allowed to continue to 
access some or all of the EU policing databases at a political level (which is unclear), 
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the UK’s domestic data protection regime will almost certainly be required to be – 
and remain – compatible with EU law.  
 
More particularly, it seems likely that any future information sharing arrangements 
will require the UK to meet at least equivalent standards of data protection law as in 
the remaining Member States, including the provisions now enshrined in the EU 
Charter of Fundamental Rights, which, as primary EU law, are rights which could not 
simply be ‘negotiated away’.  
 
Were the UK’s data protection standards to fall short, the European Parliament could 
refuse to approve any bilateral agreement. Alternatively, any such arrangement 
might be vulnerable to challenge by a Member State (or citizen) before the Court of 
Justice of the European Union (CJEU). In this context it is to be noted that, in 
October 2015, the CJEU struck down the EU’s ‘Safe Harbor’ agreement on the 
transfer of personal data to the US, on grounds of the EU’s inadequate assessment 
of the data protection standards employed by US agencies in relation to access to 
personal data on social media.4 Likewise, in September this year, the Advocate 
General of the CJEU gave an Opinion confirming that the recent agreement between 
the EU and Canada on passenger name record data did not fully comply with EU 
privacy and data protection standards.5 
 
As to whether existing UK legislation is compliant with EU standards of data 
protection, this issue is currently being litigated before the CJEU in a case brought 
by the MP Tom Watson (and, originally David Davis MP),6 where the precise issue is 
whether police access to personal data affords the data sufficient protection as a 
matter of EU law. Judgment is awaited.  
 
Moreover, the position in domestic law is shortly to change again when the 
Investigatory Powers Bill comes into force, a matter which raises the possibility of 
further challenges to the UK’s data protection regime and its compatibility with EU 
standards before ‘Brexit’ in 2019. 
 
 
CONCLUSION 
 
In sum, the area of information sharing seems to be one which will require careful 
thought by the UK Government if the current levels of policing cooperation with the 
EU are to be maintained.  
 
Certainly there is political will to maintain the existing links, both on continental 
Europe (to which the UK sent specialist officers in the aftermath of recent terrorist 
atrocities) and domestically.  
 
At the recent inquest into the death of Alice Gross, the British teenager thought to 
have been killed by Arnis Zalkalns, a Latvian national with a number of previous 
                                                
4 See Case C-362/14 Maximillian Schrems v Data Protection Commissioner [2015]. 
 
5 See ‘EU-Canada PNR: Legal opinion affirms Parliament’s privacy concerns’, European Parliament 
News, 8 September 2016. 
 
6 See ‘European Court of Justice to hear David Davis and Tom Watson’s challenge to DRIPA 
surveillance law’ Liberty, 11 April 2016. 
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convictions in Latvia, including for murder, the Coroner expressly encouraged the UK 
to maintain its information sharing provisions with EU countries post-Brexit, given the 
risks identified in that case where UK police were inadequately informed of Zalkalns’ 
background. 
 
Moreover, prior to the referendum, the UK Government reported that it is one of the 
biggest users of the ECRIS system, and that criminal record checks of foreign 
nationals in the criminal justice system have increased 1,650% since 2010.7  
 
If maintaining the status quo is to be achieved, however, the domestic regime is 
likely to be stringent and to remain closely allied to the EU, including exposure to the 
possibility that any arrangement may be stymied by the European Parliament and 
the CJEU. Not only will the UK need to ensure its full compatibility with existing 
standards in the field of EU data protection, but also to ensure that it keeps pace with 
its future development: no more, but certainly no less.  
 
 
 
Members of 6KBW College Hill edit the leading textbooks ‘EU Law in Criminal Practice’ (Oxford 
University Press), and The Extradition and Mutual Legal Assistance Handbook (Oxford University 
Press). Please contact Andrew Barnes (andrew.barnes@6kbw.com) if you would like further 
information about our work on extradition, EU matters or otherwise.  
 

                                                
7 http://www.publications.parliament.uk/pa/cm201516/cmselect/cmeuleg/342-xxiii/34213.htm 


